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Scope

This document is a Technical Report. Its goal isléscribe a protocol for access to e-
Services with privacy-preserving credentials. larfds a model that aims at achieving
user access to e-Services while preserving useatprdata from disclosure to the Service
provider and preventing the Identity Provider fraequiring knowledge about the very

nature of the service(s) requested by the user filtenService Provider. That is, the
Service Provider is provided the proof that thedbatder is properly authenticated and
fulfils the criteria list set down by the Serviceoder. This proof is supplied by a

trusted third party, here called "Identity Providkeow is not forcibly the Issuer, but how

may be mandated by the Issuer.

The present report served as provision for contivnuo CEN/TC224/WG15 and WG16.

Accessing a service with privacy-preserving credentials

The approach proposed herein solves the challeh@ecessing a restricted e-service that
requires a given user profife in the following conditions :

- without disclosing user's private data to thevigerProvider

- proving implicitely to the Service Provider thhe user fulfils the profile access
criteria

- preventing IdP from acquiring knowledge about treey nature of the service
requested by the card bearer to the Service Pnovide

According this paradigm, the card holder who wantsaccess a service may have to
prove that his profile fulfils a set of criteria.ge age, group or club membership,
community belonging, status, nationality, etc...) efing on Service Provider's
requirements/policy. The proposed solution permaitsard to get a set of privacy-
preserving credential®’ serving as a runtime-calculated pseudo-certifidaden an
identity provider.

NOTE 1 : List of criteria submitted by a Service provider to the user. The answers are needed by
the service provider in order to grant access or not to the services

NOTE 2 : list of answers obtained by the IdP to the questions submitted by the service provider
(SP). These answers together with the public part or the ephemeral key pair are electronically
sealed by the IdP : The IdP protects the integrity of these data by signing them

Respective role of stakeholders

- Service Provider :

delivering upon request the criteria list (profienditionning access to a service;
granting access to the service if the proof ofedt fulfillment is presented; setting the
criteria list such as not to disclose to the Idgrfirovider the nature of services that are
provided.

- Identity Provider :

verifying upon request whether the criteria Isfulfilled through questions asked to
the card ; generating credentials that denoteseémh of the criterium whether it is
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fulfilled or not; applying a digital signature olnet credentials and on an ephemeral public
key delivered by the card.

- user (User Agent) :
requesting the profile for a given service; vdiidg this profile on behalf of an
Identity Provider; presenting the privacy-presegvamedentials to the Service Provider.

- Card Issuer :
assigning a daughter secret key to each Serviceider so that this key can be
generated by the card from a Master key persomhbéinecard.

Handling of profiles and privacy-preserving credentials

To achieve the protocol, three sets of data argey@d through the card between the IdP
and the SP and require appropriate storage andihgnd

- the profile €riteria list) delivered by the SP

- theprivacy-preserving credential$elivered by the IdP

- thepublic part of the ephemeral key paenerated on-card

Either dedicated Elementary files or constructetbB@bjects may be employed to store
these data. In the present embodiement of thisopogt constructed Data Objects are
employed. Accordingly, 3 tags are assigned to esudafe these data structures.

The structure of the data is to be determinedrftaroperability e.g BER-TLV, XML etc

In the present embodiement of this protocol, BER/Téncoding is employed. An
appropriate syntax and semantic may be determiméeverage interoperability. CIA /
EF.DCOD may be used to achieve interoperabilitytiier tag allocation to the three sets
of named data. Once Applicative tags are assigondtiegse data sets (i.e 7816-6), they
should preferably be used in the future.

To ensure thaprivacy-preserving credentialgalues are recognized by their respective
service provider to whom they are intended, thiovahg mechanism is employed: the
Data Objects containing these values are protewttd access rules requiring a Role
Authentication. This is, the Service Provider antiwtes to the card to prove his
ownership of a secret key. Consequenfivacy-preserving credentialsupplied by
Identity Providers can only be read by intendedpients, thereby preventing disclosing
user data to unauthorized Service Providers.

Description of main steps

1) the user gets connected to a service andvegrien his card the conditional access
criteria required by the Service Provider. The udercks whether the service provider
requirements (criteria) are acceptable

TR-Privacy_Preserving_Credentials_10082011_v2.0.doc 5/28
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2) prior to the storage of the profile on-card tlser authentication via PIN presentation
is required (user consehtthen the Service Provider authenticates to the @ prove
his role (authorization to store profiles on-card)

3) the profile is stored securely onto the carehml with the profile, the Service Provider
may optionally supply a profile identifier (a Pseticbelonging to the SP and not
disclosed to the IdP) if needed to link the profiesome resource (i.e back-office, DB,
user account, etc). Then the card generates ammepalekey pair serving to securely
connect later to this Service Provider.

4) afterwards, the user gets to an Identity Pravasbeongst a list of IdP entitled to deliver
privacy-preserving credentials. A Mutual Authentica takes place between the IdP and
the card : the IdP authenticates first to the cAr@ecure Channel is established between
the card and the IdP. The protocol employed fa phirpose depends on security policy.

5) once a secure channel is established betweeratdeand the 1dP, the IdP may check
whether the card is not in a revocation list; T may check whether the card needs to
be updated and may update it accordingly or justentiae card bearer aware of this.

6) the IdP recovers both the public part of theespéral key pair formerly generated by
the card (callesbuK.KA.ICC) or it hash code, and the conditional access aitgniofile).
The IdP informs accordingly the user of the verfura of these criteria, including their
respective criterion requirement (indicating eittiftandatory” or "Optional”), thereby
asking for user's consent : the user can rejecinfstiance to disclose his age or his
community-identifier or his specific-group-belongiretc, that he may consider not
relevant for the service. Before to deliver thedergtials, the IdP makes the necessary
verifications (command COMPARE acc. ISO/IEC 781&4). to check whether the card
bearer is over 18 years old; optionally the IdP rpayide the card with the certified
current date.

7) the IdP applies his signature on all the cradentdelivered to the card whereby
proving their validity to the Service Provider; theedentials may optionally be timely
restricted with a validity deadline (i.e accessthe service may be restricted to a
determined period : the operation of granting theddearer rights to access restricted
service can either be timely correlated or uncateel with the actual access to the
service; in the former case, the right is grantedafdetermined duration, and in the latter
case, the right is granted without expiration ditecase of expiration date, the SP may
incorporate in the criteria list a Data Object afgTOx18 denoting a GeneralizedTfme
information. If the IdP notice any misfit betwedmetCriteria with the expiration date

! a password based mechanism may be employed terireavesdropping on the local segment of the
communication line. This feature applies to bo#pst(2) and (4) of the sequence.

2 modular Enhanced Role Authentication (MERA) is@rened.

%j.e. a 16-byte length Pseudo can be used

* GeneralizedTime shall be encoded as [UNIVERSALP4je modeling a date and an hour by means of a
character string conforming to ISO 8601.
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provided by the SP and the current time, the Idbukhreflect this inconsistency within
the related credentials (see further detailERaprivacy-semantispecification)

8) endowed with the credentials above describexicéind bearer can now request access
to the service.

9) The Service Provider needs to authenticate ¢octrd prior to be authorized to read
the public part (PuK.KA.ICTof the card ephemeral key pair associated withctheent
service request. The card enciphers the public lpsidre to deliver it to the Service
Provider. For this purpose, the card uses the @essys generated out of the Service
Provider's Role Authentication. The SP presentshto card a certificate of a static
DH/ECDH Public Key for certificate verification If this verification fails, the
transaction is not authorized by the card. Once Seevice Provider and the card
exchange their public parameters, they estabdisecure channel (DH or ECDH based).
Then the privacy-preserving credentials are seguesd out of the card. If a Pseudo (ref.
main step 3 above) is employed by the SP, it carrdael as well under Secure
Messaging. The Service Provider controls afterwaldg the card ephemeral public
parameter is properly certified with IdP signatufiéhe Service Provider controls as well
the credentials contents whereby proving impligitlat the criteria required for the
service are fulfilled.

10) the Service Provider grants the user the adodabe service.

Figure-1 below shows the architecture with logfa@walls location.

Cartification
Authority (CA) Cerfification

ll Authority (CA)
2 -

Privacy Identity Provider

rewall (IdF) :

. \-

intemet - Online Cerdificate Status
- - Protacol (OCSP)

e Saniei Provider e Ref. IETF, RFC 2560

(SP)

intemeat

(User Agent)

Privacy
firenwall

Servicg Provider

Privacy
firewall

Figure 1— ECC privacy-preserving credentials deliveance

® this SP's static Public Key (PuK.GENUINE.IFD)ivolved in the following process generating a stiare
secret from which session keys are derived foptirposes of secure messaging @gethentication flow
steps 6.G and 7)
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i:igure 2 below shows the general view of the prattorough functional main steps.

Figure 3 below shows a sequence diagram of thequbtvith numbered main steps
according the description above
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|dentity Provider
(ldP)

Card bearer Service Provider
(L&) {5F)

Request access 1o 8 service

Autherticates to the card

riter on the card a set of criteria
conditionning access to service

Request for criteria validation

NS

Validate/unvalidate criteria fulfillment

Deliver digitally signed privacy-praserving credentials

ANIZAN

@0 ® ®© 60 O O 0

Request access to the service

Authenficate to the cand

——————

Present privacy-presaerving
credentials

®
ZAN

(®

Granl access Lo the service

Access to service

® 3

$ooes) Optional occurrence of secure channel
4y  /\andated occurrence of secure channel

Figure 2 — Protocol overview : main functional stps
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Example use for pseudonyms

Amongst the use cases supported bypitgacy-preserving credentialalternative, the
pseudonyms may be handled as follows (list non @sthzae).

Registration under a pseudonym :

- the card holder fills out a eService HTML formtivia pseudonym instead of his
real name and the eService turns the form field antriterion such ass'card holder's
real name equivalent to the pseudonyhiRis criteria will be revoked by the IdP during
the process oprivacy-preserving credentialdelivery, and when the card holder gets
back to the eService, the SP will guess througlcthdentials that the user filled out the
registration form with a pseudonym that does naichnhis actual name.

- a pseudonym personalized on the card as parsafsuprivacy attributes may be
used by the card holder and questioned by the &8diwough the criterion is' a card
holder's pseudonym equivalent to the pseudonyrstexgd with the servicé?

modular Enhanced Role Authentication (MERA)

In the running course of the protocol herein désadj the Servide Provider authenticates
twice to the card :

- before the SP is authorized to write the sefribéria onto the card,

- before the SP is authorized to read the priv@egerving credentials from the card
Accordingly, the Role Authentication protocol perfeed at steps (3) and (9) of Figure 2
or at steps (2) and (9) of Figure 3 is a cryptogm@pnodular mechanism, the mERA
(modular Enhanced Role Authentication) ref. 14890-2
MERA details and APDU commands description areideazin clause "

Authentication protocol description” below.
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Sequence diagram

step

>

Hitp Session 1

Card bearer

Service Provider
(LA (3P}

Identity Provider
{ldP)

Ceriification
Authority
(CA)

card

ECC

Select a service and
Ask for user profile

a—User profile (set of criteria }—

Accept or
reject criteria

l—Requine user authentication—
Ask: for Req

user consent |

| - PN
verification >

|}——SP authenticates to the card———p|

|
Store critena list +
» aptional unigue profile identifies

Compute a DH or |
ECDH ephemeral key
pair : PreCKAICT,
Puk. KAICC

Mutual Authentication with

User validation of critera list F—————————————
a—\erifly criteria list by comparison with card data (l.e COMPARE crnd}—-

———————— — — — —Retum result of comparison — — — — — — — — — — - Generate privacy-prasening

l—————Ask for privacy-preserving credential

o} Secure Channel establishmen >
(depending on security policy)

——Read ephemeral public part (Puk.KA.ICC) and criteria list

Optionally check card
|4 Cerificate against CRL —m
{certificate revocation list)

Http Session 2

I

A5k

Deliver privacy-presarving credentials

for access to the service-# Sanarate ephemeral DH or
I: ECDH key pair, or use static

key pair - PriCKAIFD,
Fuk KAIFD

credentials by applying |dP
signature on both validated
criteria and Pub.KAICT

Http Sessicn 3

value in computation of
shared secret and derive

|}————SP authenticates to the card———p
Derive SP key
and encipher
Puk.KAICC
la¢—SF challenges the card with a random————

Card retums enciphered random
T T T alang with <PuKKAICC> T T T T -

[
l——SP provides its Certificate for verification——m-
l——35F reads card public Domain parameters—s-
|
use SP siatic public key

session keys

|
*—Esmblish a Secure Channal—h
i

recover
<Puk. KAICC>

use SP static public key
value in computation of
shared secret and derive
sassion keys

A

--4———read privacy-presenving credenlials—..-

Grant access to the service—

Verify |dP signature and

are fulfilled

control whether the
requirements of criteria list

cess the senice=——ss= requirements being fulfilled

Figure 3 —Access to e-Service with privacy-presemg credentials
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Authentication protocol description

Notation

Application-specific payload

MK.ICC

SK.IFD

SN.IFD
RND1.IFD
RND.ICC
Kenc, K enc, Kmac
AlgolD

ENC

MAC

KDF

KA

TR-Privacy_Preserving_Credentials_10082011_v2.0.doc

Data specific to thaphkcation (e.g. public key,
criteria list or Auxiliary data...), may comprise
additionally a descriptor;

Master secret key for authentication owhgdhe
ICC;

Authentication secret key of th®lF

Serial number of the IFD — It used to bugld.IFD
from MK.ICC;

Random number generated by the IFD —uisisd
to create a session key from SK.IFD;

Random number generated by the ICC— Iseu
to create a session key from SK.IFD;

Session keys for authentication — They are derived
from SK.IFD, RND1.IFD and RND.ICC;

Algorithm identifier indicating the flavounf the
MERA to use;

Encryption algorithm associated to the flavolr
MERA,;

Checksum computation algorithm associated ¢o th
flavour of MERA;

Key Derivation function associated to the flavo
of mMERA,;

Key Agreement (may be DH or ECDH);

Hashing function associated to the flavour of
MERA,
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RNDZ2.IFD

PuK.KA.IFD,Prk.KA.IFD
PuK.KA.ICC,Prk.KA.ICC

PuK.GENUINE.IFD,PrK.GENUINE.IFD

CA

CAR

CVv

TR-Privacy_Preserving_Credentials_10082011_v2.0.doc

Random number generated by the IFD —uisisd

to aut henticate the ICC;

ephemeral key pair for kegr@ement of the IFD;
ephemeral key pair forjkagreement of the ICC;

static asymmetriekpair for genuiness of the
IFD;

Domain parameters used by the ICC. They match
the asymmetric key pairs
(PUK.KA.ICC,PrK.KA.IFD) &
(PuK.KA.ICC,Prk.KA.ICC). DH or ECDH may

be used;

Certification authority known by the ICC that
ensures genuiness of the IFD and certifies (signs)
PuK.GENUINE.IFD;

Reference of the certification AuthpiCA;

Card Verifiable Certificate(s) the CA issued for
the IFD certifying PUK.GENUINE.IFD — This
certificate(s) is verified by the ICC and contains
PuK.GENUINE.IFD. The format of this
certificate(s) is detailed in section “Certificate
format”;

13/28
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Authentication flow

stage | step IFD Trans- ICC
mission

1 A | Generate Random RND1.IFD > Derive IFD secret key from MK.ICQ
Select the application-specific < (Master Key)
payload to retrieve SK.IFD = KDF[ MK.ICC ](SN.IFD)
MSE SET AT(AlgID,MK.ICC ref.,
SN.IFD|| RND1.IFDj

2 B | GET CHALLENGE > Generate random RND.ICC

é

Compute session keys for Compute session keys for
authentication as described below: authentication as described below:
ZZ = ENC[SK.IFD](RND.ICC || ZZ = ENC[SK.IFD](RND.ICC ||
RNDL1.IFD) RND1.IFD)
HASH1=h(ZZ||c) with c=1 HASH1=h(ZZ||c) with c=1
HASH2=h(ZZ||c) with c=2 HASH2=h(ZZ||c) with c=2
HASH3=h(ZZ||c) with c=3 HASH3=h(ZZ||c) with c=3
Built key K%nc from HASH1 Built key K%nc from HASH1
Built key K’gnc from HASH2 Built key K’gnc from HASH2
Built key Kyac from HASH3 Built key Kyac from HASH3

3 c’ |c1 > | CL

é

Compute E and M as follows:
E=ENC[K%nc](RND.ICC]||
Application-specific payload)

M=MACIK mac](E)

EXTERNAL AUTHENTICATE
(<E[[M>)

or C2:
Generate Random RND2.IFD

INTERNAL AUTHENTICATE
(RND2.IFD)

Verify the cryptogram, decrypt and
get Application-specific payload
value.

Optionally, generation of an
ephemeral public key pair
(PrKk.KA.ICC, PuK.KA.ICC) for key
agreement (ref. Table 7)

or C2:
Compute E and M as follows:

E=ENC[K’end (RND2.IFD||
Application-specific payload)

® Refer to Table 1 for P1 parameter distinction.

"If step C1 is operated, the subsequent steps @rtor7) are not executed.

steps (from 4 to 7) are executed.

TR-Privacy_Preserving_Credentials_10082011_v2.0.doc

If step C2 is operaterisubsequent
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stage | step IFD Trans- ICC
mission
Verify the cryptogram, decrypt and M=MACIK wacl(E)
get Application-specific payload
value Return <E || M>
4 D | Establish context for IFD -> Establish context for certificate
certificate(s) verification < verification
MSE SET DST (CAR)
Send the certificate(s) of the IFD
(CV)
PSO:VERIFY CERTIFICATE(CV) Verify certificate CV
With

PuK.GENUINE.IFD= IFD static
public key, matching certificate CV

5 E | Get Domain parameters D for Key| - Domain parameters D for Key
Agreement < Agreement (i.e. DH, ECDH)
Generate a key pair over D
(PrK.KA.IFD,PuK.KA.IFD)

READ BINARY or GET DATA

6 F | Establish context for key agreement - Establish context for key agreemen
é
MSE SET KAT (none)
G | Compute EPK.IFD and MPK.IFD as > Verify MPK.IFD

follows: < Decrypt EPK.IFD and check its
content

EPK.IFD=ENC[K*%nd]( PuK.KA.

IFD || h(PuK.GENUINE.IFD)) Compute EPK.ICC and MPK.ICC 4
follows:

MPK.IFD=MAC[K mac](EPK.IFD)
EPK.ICC=ENC[Kend](h(PUK.KA.,

With IFD|| PuK.GENUINE.IFD ||

PuK.KA.IFD = IFD ephemeral PuK.KA.ICC))

public key for KA

PuK.GENUINE.IFD= IFD static MPK.ICC=MAC[Kuac](EPK.ICC)

public key, matching certificate CV
With
PuK.KA.ICC = ICC public key for
KA

PuK.KA.IFD = IFD public key for
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stage | step IFD Trans- ICC
mission

KA

PuK.GENUINE.IFD= IFD static
public key, matching certificate CV|
GA : key agreement
(<EPK.IFD>||<MPK.IFD>) Return <EPK.ICC>||<MPK.ICC>

Verify MPK.ICC
Decrypt EPK.ICC and check its

-

content
Compute shared secret ZZ Compute shared secret ZZ
ZZ= KA(PrK.KA.IFD,PrK. ZZ= KA(PrK.KA.ICC,PuK.
GENUINE.IFD,PuK.KA.ICC) GENUINE.IFD,PuK.KA.IFD)
With KA being a function for With KA being a function for
DH/ECDH shared secret generation DH/ECDH shared secret generatio
Build SM session keys from ZZ and Build SM session keys from ZZ and
initialize SSC to '00..00’ initialize SSC to '00..00’

7 H Establish Secure Channel
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Stage 1 — Set the cryptographic context

In this step, the cryptographic context is selettgthe IFD.

Table 1— stage 1: MSE SET AT — Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '22' MANAGE SECURITY ENVIRONMENT
P1 '81' set for external authentication
'41' set for internal authentication
P2 '‘A4' CRT for Authentication
Lc Field XX
Data Field '94'-L94-SN.IFD||RND1.IFD
'80'-Lgo-Algorithm identifier for mERA
'‘83'-Lgz-MK.ICC reference
Table 2 — stage 1: MSE SET AT — Response
Response Meaning
parameter
Data Field empty
SW1-SW2 Refer to ISO 7816-4

The Algorithm identifier for mERA are acc. CEN EN8BD part-1 Annex A.
The ICC computes SK.IFD, the key associated tdRBeas follows:

The length of RND1.IFD as well as the key derivationction KDF is specified by the

SK.IFD = KDF [ MK.ICC ](SN.IFD)

Algorithm identifier set in step 1 (see Table 19 pydtographic suites

)

Note: This command data field may be expanded to@pin an application-specific way an

application specific descriptor.

Stage 2 — Generation of the authentication keys

In this step, the IFD requires the ICC to geneaatballenge.
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Table 3 — stage 2: GET CHALLENGE — Command

Command Meaning
parameter

CLA Acc. ISO 7816-4

INS '84' GET CHALLENGE

P1 ‘00’

P2 ‘00’

Lc Field XX’

Data Field empty

Table 4 — stage 2: GET CHALLENGE - Response

Response Meaning
parameter

Data Field RND.ICC

SW1-SW2 Refer to ISO 7816-4

Once the ICC has returned a challenge, both thea@the IFD can compute the session keys.

The shared secret ZZ is computed as follows:

ZZ = ENC[SK.IFD](RND.ICC || RND1.IFD)

And the session keys are built as follows

The construction of keys from HASH1, HASH2 and HASIH described in EN 14890 section

8.10.

The length of RND.ICC, the hash function h(), EN@ MAC functions are specified by the

HASH1=h(ZZ]|c) with c=1
HASH2=h(ZZ||c) with c=2
HASH3=h(ZZ||c) with c=3

Built key K%nc from HASH1
Built key K’gnc from HASH2
Built key Kyac from HASH3

Algorithm identifier set in step 1(see Table 19 —yftographic suites

Stage 3 — External authentication of the IFD (C1)

In this step, the IFD is authenticated and can egmata to the ICC in a way ensuring

confidentiality, integrity and authenticity.
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Table 5 - stage 3, step C1: EXTERNAL AUTHENTICATE —Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '82' EXTERNAL AUTHENTICATE
P1 '00' no specific information
P2 '00" no key reference
Lc Field 'XX'
Data Field ENC[K%nc](RND.ICC|| Application-specific payload) || MAC[ic](
ENC[K%nc](RND.ICC|| Application-specific payload))
Table 6 - stage 3, step C1: EXTERNAL AUTHENTICATE —Response
Response Meaning
Parameter
Data field empty
SW1-SW2 Refer to ISO/IEC 7816-4

The IFD sends to the ICC the application-specifiglpad.

Upon reception, the ICC:
» Checks the MAC;
* Decrypts the data;
* Checks RND.ICC;
» Retrieves the application-specific payload;

The ENC and MAC functions are specified by the Ailgpon identifier set in step 1(see Table
19 —Cryptographic suites

)

Optionally, an ephemeral public key for key agreetf{BrK.KA.ICC, PuK.KA.ICC) may be
generated on-card upon execution of a GENERAL AURHIECATE command (Table 7)
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Table 7 —stage 6.G: GA : key generation — Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '86' GENERAL AUTHENTICATE
P1 ‘00’
P2 '00'
Lc Field XX’
Data Field 7C'-Lic
'06' Los—{OID_mERA}
'85' Lgs- { ref to an ephemeral public key for key agreethen
Table 8—stage 6: GA : key generation - Response
Response Meaning
parameter
Data Field 7C'-Lrc
'06' Los—{OID_mERA}
‘85" Lgs- '00'
Status Word Refer to ISO 7816-4

Stage 3 — Internal authentication of the ICC (C2)

In this step, the ICC authenticates itself in aorymous way and can convey data to the IFD
in a way ensuring confidentiality, integrity andlaenticity.

Table 9 - stage 3, step C2: INTERNAL AUTHENTICATE —Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '88' INTERNAL AUTHENTICATE
P1 '00' no specific information
P2 '00" no key reference
Lc Field XX’
Data Field RND2.IFD
Le Field ‘00’
Table 10 - stage 3, step C2: INTERNAL AUTHENTICATE- Response
Response Meaning
Parameter
Data field ENC[K end](RND2.IFD|| Application-specific payload) || MACf#c](
ENC[K end(RND2.IFD|| Application-specific payload))

20/28
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| SW1-SW2 | Refer to ISO/IEC 7816-4

The IFD generates a random RND2.IFD and sendslitetéCC.
Upon reception, the ICC returns the applicatioregmepayload.
The data are encrypted and protected in integsityescribed in the table.

Upon reception, the IFD
* Checks the MAC,;
» Decrypts the data;
* Checks RND2.IFD;
* Retrieves the application-specific payload;

In particular this step may be used to return PUKIKC to the IFD in a manner ensuring
confidentiality, integrity and authenticity.

The ICC has a key pair (PuK.KA.ICC, PrK.KA.ICC) whke
* PuK.KA.ICC is the public portion of the ICC for kegreement;
* Prk.KA.ICC is the private portion of the ICC forkagreement;

In case of DH, PuK.KA.ICC =g§“**¢Cp]
With

« pthe large prime modulus;

e ( public parameter

« g generator

In case of ECDH, PuK.KA.ICC = PrK.KA.ICC *G
With

* *peing the group multiplication;

* p prime modulus;

* a, b coefficients of the curve

* G being the generator point of order n;

* n order of the base point

The length of RND2.IFD, as well as the ENC and Mi&@ctions are specified by the
Algorithm identifier set in step 1 (see Table 19 sydtographic suites

)

Stage 4 — Certificate verification

In this stage, the IFD proves being a genuine dine IFD uses an asymmetric key pair
(PrK.GENUINE.IFD, PuK.GENUINE.IFD), whose public kePuK.GENUINE.IFD was
certified by a CA known to the ICC. A card verifiakcertificate(s) (CVC) CV, was given to
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the IFD by the certification authority. That cadéte(s) contain(s) PUK.GENUINE.IFD signed
by the certification authority and ensures itsgnity and authenticity.

First the IFD selects the public key of the ceztifion authority the ICC shall use:

Table 11 — stage 4: MSE SET DST — Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '22' MANAGE SECURITY ENVIRONMENT
P1 '81' set for verification
P2 'B6' CRT for digital signature
Lc Field 'XX'
Data Field '83'-Lgz-Name of the Certification authority (CAR)
Table 12 — stage 4: MSE SET DST — Response
Response Meaning
parameter
Data Field empty
SW1-SW2 Refer to ISO 7816-4

Then the IFD sends CV to the ICC so that it canfyér

Table 13 —stage 4: Certificate verification — Commad

Command Meaning
parameter

CLA Acc. ISO 7816-4

INS '2A' PERFORM SECURITY OPERATION

P1 ‘00’ response data field absent

P2 'BE' VERIFY CERTIFICATE

Lc Field 'XX'

Data Field CV Self descriptive certificate

Table 14 —stage 4: Certificate verification — Resptse

Response Meaning
parameter

Data Field empty

SW1-SW2 Refer to ISO 7816-4

The certificate C\fs a self descriptive certificate formatted as désd in table 18.

If a certificate chain is available, these two coamals may be repeated several times.
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Once the Certificate is verified, the IFD and IC& @erform a key confirmation and generate a
secure channel.

Stage 5 — Retrieval of Public parameters for Key agement

This stage (and the subsequent) is only perforingtép C2 was done.
This may be done by command GET DATA or READ BINARY

In case DH is used, the domain parameters D are wia@ef. EN 14890-1 clause 11.4 Table-
156):

* pthe large Prime modulus;

* g the generator;

* qthe public parameter;

In case ECDH is used, the domain parameters D ade mf (ref. EN 14890-1 clause 11.5
Table-157):

* p the prime modulus;

* G the generator point of order n;

* nthe order of the generator;

* The curve, defined by a and b (the coefficienthef turves);

Once the IFD retrieved the Domain parameters ugeldebICC, it can generate a key pair over
D (PuK.KA.IFD, PrK.KA.IFD) where

* PuK.KA.IFD is the public portion of the IFD for keagreement
* PrK.KA.IFD is the private portion of the IFD for k@greement

In case DH is used, PuK.KA.IFD 4“4 [p]

In case of ECDH is used, PuK.KA.IFD = PrK.KA.IFD ¥@ith * being the group
multiplication.

It shall be noted that the IFD might have alreadgagated the key pairs, and therefore could re
use an existing key pair.

Stage 6 —Key agreement

In this stage, the IFD sets the context for keyagrent.

Table 15 — stage 6.F: MSE SET KAT — Command

Command Meaning
parameter

CLA Acc. ISO 7816-4

INS '22' MANAGE SECURITY ENVIRONMENT
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P1 'C1' set for key agreement
P2 'A6' CRT for Key Agreement
Lc Field '02'
Data Field ‘8300’ — Key implicitly known
Table 16 — stage 6.F: MSE SET KAT — Response
Response Meaning
parameter
Data Field empty
SW1-SW2 Refer to ISO 7816-4

It takes place with the command GENERAL AUTHENTICRTsed as follows:

Table 17 —stage 6.G: GA : key agreement — Command

Command Meaning
parameter
CLA Acc. ISO 7816-4
INS '‘86' GENERAL AUTHENTICATE
P1 '00'
P2 '00'
Lc Field 'XX'
Data Field "7C'-L7c
‘86" Lgg<EPK.IFD>
‘84" Lg4 <MPK.IFD>
Table 18—stage 6: GA : key agreement - Response
Response Meaning
parameter
Data Field "7C'-Lyc
'86' Lgs <EPK.ICC>
‘84" Lg4<MPK.ICC>
Status Word Refer to ISO 7816-4

The IFD sends EPK.IFD and MPK.IFD to the ICC conegluas follows:

Where:

EPK.IFD=ENC[K%nd( PUK.KA.IFD|| h(PuK.GENUINE.IFD))

MPK.IFD=MAC[K wac](EPK.IFD)

* PuK.KA.IFD = the IFD public key for KA,

* PuK.GENUINE.IFD= the IFD static public key, matching certificat¥;C
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EPK.IFD and MPK.IFD are conveyed within the DOsled GENERAL AUTHENTICATE
command without any further BER-TLV structure.

Upon reception, the ICC
* checks MPK.IFD;
* Decrypt EPK.IFD;
* Checks the content of the plain text data;

When the verification succeeded, the ICC returnk.EFC and MPK.ICC computed as
follows:

EPK.ICC=ENC[Kend(N(PUK.KA.IFD || PuK.GENUINE.IFD || PuK.KA.ICC))

MPK.ICC=MAC[Kvac](EPK.ICC)

Where:
* PuK.KA.ICC = ICC public key for KA,
* PuK.KA.IFD = IFD public key for KA,
* PuK.GENUINE.IFD= IFD static public key, matching certificate CV;

EPK.ICC and MPK.ICC are returned within the GENERAUTHENTICATE DOs without
any further BER-TLV structure.

In case DH is used, the ICC computes the sharedtsesfollows:
ZZ= PuK.KA.IFD P KACC 1] || PUK.GENUINE.IFD ™ ACC [p]

Where
«  PUK.KA.IFD = KA [)
. PuK.GENUINE.IFD = ng-GENUlNE_lFD[p]

In case ECDH is used, the ICC computes the sha@eétsas follows:
ZZ =COMP(PrK.KA.ICC * PuK.KA.IFD) || COMP(PrK.KA.IC * PuK.GENUINE.IFD)

Where
* PuK.KA.IFD = PrK.KA.IFD *G
* PuK.GENUINE.IFD = PrK. GENUINE.IFD *G;
* *peing the group multiplication;
 COMP being the compression function, returningXrmordinate of the point;
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The ICC computes the secure messaging keys froms4¥#scribed in 14890-1 88.10 and
initializes the SSC to ‘00'.

The IFD retrieves EPK.ICC and MPK.ICC and
» checks MPK.ICC;
* Decrypt EPK.ICC;
» Checks the content of the plain text data;

In case DH is used, the IFD computes the sharedtsas follows:
ZZ= PuK.KA.ICC"™ AFP [n] || PUK.KA.ICCPK-CENUINEIFD 1]

Where
« PuK.KA.ICC = g™ A p);

In case ECDH is used, the IFD computes the sha@@tsas follows:
ZZ =COMP(PrK.KA.IFD * PuK.KA.ICC) || COMP(PrK.GENWE.IFD * PuK.KA.ICC)

Where
* *peing the multiplication operation over the curve
* PuK.KA.ICC = PrK.KA.ICC *G;
* COMP being the compression function, returningXrmordinate of the point;

The IFD computes the secure messaging keys fromsa¥escribed in 14890-1 88.10 and
initializes the SSC to ‘00'.

Once the key confirmation is completed, a securgsaging session may be used depending on
the requirements of the application.

The Algorithm identifier set in step 1 (see Tab®e-2Cryptographic suites
) specifies:
» the hash function used for the key derivation fiomgt
» the secure messaging keys type and length;
the ENC and MAC block functions to be used withia secure messaging layer;
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Cryptographic suites

The supported cryptographic combinations are desdrin the table below:

Table 19 —Cryptographic suites

Cipher block MAC function Length Hashing Keys Key Derivation AlgiD | OIDs
E of function function for
random mERA
number
TDES CBC Retail Mac 8 bytes | SHA-1 TDES EDE2 NIST SP 800-108 | xx xx.1
with padding | (ISO/IEC 9797-1 (KDF in mode
M2 (ISO/IEC | Algorithm 3 counter) with PRF
9797-1) Padding method = CMAC (SP 800-
2) 38B), and the
associated cipher
block function
AES CBC AES CMAC with | 16 SHA-256 | AES — 128 bits | NIST SP 800-108 | xx XX.2
with padding | pre padding and | bytes (KDF in mode
M2 (ISO/IEC | Padding method counter) with PRF
9797-1) 2 (ISO/IEC = CMAC (SP 800-
9797-1) 38B), and the
associated cipher
block function
AES CBC AES CMAC with | 16 SHA-256 | AES —192 bits | NIST SP 800-108 | xx XX.3
with padding | pre padding and | bytes (KDF in mode
M2 (ISO/IEC | Padding method counter) with PRF
9797-1) 2 (ISO/IEC = CMAC (SP 800-
9797-1) 38B), and the
associated cipher
block function
AES CBC AES CMAC with | 16 SHA-256 | AES - 256 bits | NIST SP 800-108 | xx XX.4
with padding | pre padding and | bytes (KDF in mode
M2 (ISO/IEC | Padding method counter) with PRF
9797-1) 2 (ISO/IEC = CMAC (SP 800-
9797-1) 38B), and the

associated cipher
block function
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Certificate format

The CVC is formatted as follows:

Table 20 —Format of Card verifiable certificate

Tag Length Value
“TF2Y Var “TFAE’ Var Certificate content Mandatory
template
‘BF37 Var Signature Mandatory

The data objects that shall be included in thefaete content template are indicated below:

Table 21 —List of data object within the certificate

Tag Length Data element Presence

‘5F29’ ‘01’ Interchange profile descriptor, e.g.r@#cate profile Identifier Mandatory
(CPI) Value of CPl is set
to ‘00’

‘42’ ‘08’ Certification authority referenceJAR) Mandatory
‘5F20° ‘oC’ Certificate holder referenc€HR) Mandatory
‘TFAC Var Certificate holder authorization tem@atayload CHAT) Conditional®
'5F4C' Var Certifcate Holder AuthorizatioBKA) Conditional®
‘5F24’ ‘06’ Certificate Expiration DateGXD) Mandatory
‘TFA9’ Var. Certificate holder public key, e guK.IFD (constructed DO) Mandatory

‘06’ Var. Obiject Identifier QID) for signature algorithm of certificate holder Miztory

Note: further fields (including discretionary DO}gnbe incorporated in the certificate
® either one of '7F4C' or '5F4C' template shall lesent.

Table 22 —Certicate Holder Authorization Template

Tag Length Value

TFAC Var

'06"-Los-{mERA_OID}

'53'-Ls3-{CHA} discretionary data containing the role idéisr
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